This Teddy Bear may tell all
your secrets
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The National Cyber Security Alliance
(NCSA), a public-private partnership
promoting cyber security and privacy
education and awareness, has issued an
alert on a company called CloudPets™ and

its internet-connected toys - specifically a
Teddy Bear. The CloudPets™ toys are (Photo CloudPets.com)
designed to allow parents to send messages

to their children, to the toy via WiFi or

Bluetooth.

The Problem: CloudPets™ failed to secure the server where all of the login
credentials were stored and they left parent/child massages on another unsecured
server. The login credentials server has been wide open since Christmas 2016. To
date, over 800,000 account credentials were stolen. To make matters worse,
CloudPets™ servers were hacked and the data held for ransom.

The first take-away: If your child has a CloudPets™ toy, retrieve it and remove the
batteries. At minimum, restrict the permissions on the app associated with this toy.
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Although you can’t always control how others protect your data, there are steps
you can take to tighten up your in-home network security.

e Keep all your computer systems and mobile devices up to date, including O/S
updates and security patches.

e Enable the firewall on all systems, whenever possible.

e Change the default password on your router to a unique, strong password. Use
strong passwords on all devices.

e Be sure that your router has a built-in firewall and turn it on.

e Check the permissions and privacy settings on all devices, apps, and internet of
things (loT) devices like smart refrigerators, TV’s baby monitors, etc,, to
maximize your security.

Source: NCSA/StaySafeOnline.org

For more details on this breach, check out the NCSA's Response to CloudPets™
Breach. For additional tips on how to keep your children safe online, go to
Consumer Reports: How to Protect Children’s Online Privacy. To report a scam, go
to the BBB Scam Tracker. To find trustworthy businesses, go to bbb.org.

[
BBB CONSUMER ALERTS ¢ NEWS * TAKI.. ATHENS

DDoS Attacks: A Threat to Dozens of cars. houses burglarized
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reward offered
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WikiLeaks' CIA hacking claims: How New Gmail Phishing Scam
worried should you be?

COMMUNITY

Helo MADD soread some teddy
bear love to voung victims of
drunk driving
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There’s still time to make a child’s  Cloudflare Data Leak: How to
Christmas the best one yet Protect Your Personal Data

Community rallies behind bov who Ponular children’s toy recalled for
asked for food donations instead of choking hazard
birthday gifts
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Netflix users targeted bv email
scam seeking credit card,
account information
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With SantaPhone. elves call kids #1CYMI: Meth bust turned giant
asking for wish lists #FAIL plus a teddy bear’s
great adventure

Some parents raise concerns after
finding mold in “Sophie the
Giraffe” teething toy
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